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List of abbreviations — Zoznam skratiek

ARON
SRVKS
RMzO
DUZS
CORS
ReCO
URSZR

Scz
Ob.RA
Reg.RA
Rep. RA
MIC
0SOocCC
USAR
ZRS
HRS
EmComm
DMR

TS

TG
THW
Cz

FDV

Amateur hazard radio network

The radio communication system in crisis situations
Emergency Radio Network

State Administration for Protection and Rescue
Information Center of the Republic of Slovenia
Regional Information Center

The Administration of the Republic of Slovenia for the Protection and
Rescue

the Civil Defense Headquarters

Municipal Team of Radioamateurs

Regional team of radio amateurs

Republic team of radio amateurs

Monitoring information center

On Site Operation Coordination Centre

Urban Search and Rescue

Union of Radioamateur of Slovenia

Croatian Radio Amateur Association
Emergency Communications

Digital Mobile Radio

Time Slot

Talk Group

Technisches Hilfswerk

Civil Protection

Faculty of Social Sciences
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1. PURPOSE OF THE EXERCISE (UCEL CVICENIA)

The elaboration of the annual national ARON exercise "E-Armageddon 2022" is
designed on the basis of a recently presented project of the Faculty of Social
Sciences, in which they and their partners conducted a survey of the social
consequences of a major power outage.

Vypracovanie kazdoro¢ného narodného cvi¢enia ARON ,E-Armageddon 2022 je
koncipované na zaklade nedavno prezentovaného projektu Fakulty socialnych vied, v
ramci ktorého spolu s partnermi uskuto€nili prieskum socialnych désledkov velkého
vypadku elektriny.

Slovenia is relatively well prepared for the scenario of a major power outage or this E-
Armageddon, researchers from the Ljubljana Faculty of Social Sciences (FDV) note.
According to them, in such a case, households would have the most problems with heating
and cooking and with a lack of hot water.

An E-Armageddon scenario involving a prolonged outage over a geographically wide area
is unlikely, but increasingly realistic.

Slovinsko je relativne dobre pripravené na scenar velkého vypadku elektriny alebo tohto
E-Armagedonu, poznamenavaju vyskumnici z Lublanskej fakulty socialnych vied (FDV).
Podla nich by v takom pripade mali domacnosti najviac problémov s kurenim a varenim a
s nedostatkom teplej vody.

Scenar E-Armageddon zahfnajuci dlhotrvajuci vypadok v geograficky Sirokej oblasti je
nepravdepodobny, ale Coraz realistickejsi.

As part of the research, some concrete examples of major power outages at home and
around the world were reviewed. The analysis showed that the causes of such incidents
are different, they can be the result of natural disasters, errors within the network or
intentional human action, such as hacker terrorist or military attacks. The consequences
were extensive and in most cases very similar, public transport stopped working, robberies
and burglaries increased, people were stuck in elevators, accidents occurred, restaurants
could not prepare food, medical facilities had to rely on generators . At the same time, the
research showed that the consequences in more developed countries were typically
eliminated much faster than in developing countries.

Between February and December last year, researchers interviewed representatives of 58
institutions from 14 different sectors.

V ramci vyskumu boli preskiumané niektoré konkrétne priklady velkych vypadkov elektriny
doma a vo svete. Analyza ukazala, ze priCiny takychto incidentov su rézne, m6zu byt
dosledkom prirodnych katastrof, chyb v ramci siete alebo umyselného fudského konania,
ako su hackerske teroristické alebo vojenské utoky. Nasledky boli rozsiahle a vo vacsine
pripadov velmi podobné, prestala fungovat verejna doprava, pribudlo lupezi a vlamani,
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ludia uviazli vo vytahoch, dochadzalo k nehodam, reStauracie nevedeli pripravit’ jedlo,
zdravotnicke zariadenia sa museli spoliehat’ na generatory. Vyskum zaroven ukazal, ze
nasledky vo vyspelejSich krajinach boli zvyCajne odstrafiované ovela rychlejSie ako v
rozvojovych krajinach.

Between February and December last year, researchers interviewed representatives of 58
institutions from 14 different sectors.

The Association of Radio Amateurs of Slovenia also participated, due to its experience
with the ice break. They wanted to obtain concrete data, on the basis of which they
prepared assessments of the preparedness of institutions and sectors from the point of
view of the impact of power outages on their operations, people and, consequently, the
entire society.

Od februara do decembra minulého roka vyskumnici viedli rozhovory so zastupcami 58
institucii zo 14 réznych sektorov.

(Vyskumu) sa zucastnil sa aj Zvaz radioamatérov Slovinska, ktory ma skusenosti s
ladovou burkou . Vyskumnici chceli ziskat’ konkrétne data, na zaklade ktorych vypracovali
hodnotenia pripravenosti institucii a rezortov z pohlfadu dopadov vypadkov elektriny na ich
prevadzku, udi a nasledne aj celu spolo¢nost.

As they found, Slovenia is relatively prepared for the scenario of a major power outage,
which is the result of the systematic use of uninterruptible power supply systems (UPS)
and electricity generators. But in the event of a long-term outage, this system would also
begin to crack. The bottleneck would be the supply of the necessary oil or its distribution.
Also, these generators are often not intended for multi-day or even weekly use. In many
places, the generators do not even cover the entire institution. At the same time, the
research showed that institutions consider the risk of power outages, but this is generally
not high on the risk scale.

Ako zistili, Slovinsko je relativne pripravené na scenar velkého vypadku elektriny, €o je
vysledkom systematického vyuZzivania systémov neprerusitelného napajania (UPS) a
generatorov elektriny. No v pripade dlhodobého vypadku by za¢al zlyhavat’ aj tento
systém. Uzke miesto by predstavovala dodavka potrebnej ropy alebo jej distribucia. Tieto
generatory tiez €asto nie su ur€ené na viacdnoveé alebo dokonca tyzdenné pouzitie. Na
mnohych miestach generatory ani nepokryvaju celu indtituciu. Z vyskumu zaroven
vyplynulo, Ze institucie zvazuju riziko vypadku elektriny, ale vo vSeobecnosti to nie je na
stupnici rizika vysoké.

The awareness of the population is also too low, although events such as the 2014 icefall
have somewhat strengthened this awareness.

Households proved to be the most critical part of society. Most of these do not have their
own generators, and with a power outage, the homes would face problems with cooking,
heating, etc. cooling and access to hot water. An additional obstacle would be the
failure of telecommunication devices.

E — ARMAGEDON 2022 )



Informovanost’ obyvatelstva je tiez priliS nizka, hoci udalosti ako ladopad v roku 2014 toto
povedomie do istej miery posilnili.

Domacnosti sa ukazali ako najkritickejSia Cast’ spolo¢nosti. Va¢sina z nich nema vlastné
generatory a pri vypadku elektriny by domacnosti Celili problémom s varenim, kdrenim atd.
s chladenim a pristupom k teplej vode. Dal$ou prekazkou by bolo zlyhanie
telekomunikaénych zariadeni

The authors of the research therefore prepared some recommendations on how to
increase society's resistance to a possible E-Armageddon. Socially important institutions
must increase their attention to the scenario of power outages and include it in their plans,
and it is also necessary to strengthen and ensure greater selfsufficiency of the domestic
electrical system.

Autori vyskumu preto pripravili niekolko odporuc¢ani, ako zvysit odolnost spolo¢nosti voc€i
pripadnému E-Armageddonu. Spolo€ensky vyznamné institucie musia zvysit svoju
pozornost na scenar vypadkov elektriny a zahrnuat ho do svojich planov a tiez je potrebné
posilnit a zabezpecit' vacsiu sebestacnost domacej elektrickej sustavy.

Among the general population, it is necessary to increase awareness of the importance of
a constant supply of electricity and encourage residents to purchase electrical generators.
The preservation of classic wood burning devices should also be encouraged. Among
other things, they also advise regular testing of generators, which some institutions already
do.

Medzi beznou populaciou je potrebné zvysit povedomie o ddlezitosti neustaleho
zasobovania elektrickou energiou a povzbudit obyvatelov k nakupu elektrocentral. Malo by
sa podporovat’ aj zachovanie klasickych zariadeni na spalovanie dreva. Okrem iného
avizuju aj pravidelné testovanie generatorov, €o uz niektoré institlcie robia.

The purpose of the exercise in 2022 is to determine the capabilities of the ARON
teams in the event of a major power outage that is not the result of a natural or other
disaster. What problems would the teams face as a result of the outage, such as
providing lighting, heating, energy to power the radio devices. Which repeater posts
would be useful and for how long. What kind of information/data would you transfer
and for whom?

Uéelom cviéenia v roku 2022 je uréit’ schopnosti timov ARON v pripade velkého
vypadku pruadu, ktory nie je vysledkom prirodnej alebo ina katastrofa. S akymi
problémami by sa timy v désledku vypadku stretli, napriklad so zabezpeéenim
osvetlenia, kurenia, energie na napajanie radiovych zariadeni. Ktoré prevadzacée by
boli pouzitel'né a na ako dlho. Aky druh informacii/adajov by sa prenasali a pre
koho?

At the same time, knowledge of the correct information transfer procedures and the use of
appropriate communication techniques and means are also checked.
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It is also intended to check the behavior of all radio amateurs who would be active in
such a situation and would form a radio amateur network for the transmission of
information.

Zaroven sa (cviCenim) overuje aj znalost spravnych postupov prenosu informacii a
pouzivania vhodnych komunika¢nych technik a prostriedkov.

Ma tiez preverit spravanie vSetkych radioamatérov, ktori by boli v takejto situacii aktivni a
tvorili by radioamatérsku siet’ na prenos informacii.

With the possible inclusion of radio amateurs from abroad, the aim is to check the
success of international cooperation, especially the compatibility, coordination and
efficiency of exchange and transfer of information.

Pri pripadnom zacleneni radioamatérov zo zahranicia je cielom preverit’ ispesnost’
medzinarodnej spoluprace, najma kompatibilitu, koordinacia a efektivhost’ vymeny
a prenosu informacii.

2. Time, method of activation and location of the
exercise (Cas, metéda aktivacie a miesto konania
cvicnia)

The exercise is announced. It will take place on December 18, 2022 between 9 and 11

a.m. The activation of radio amateur ARON teams will be carried out in accordance with
the activation plan.

The exercise covers the entire territory of the Republic of Slovenia.

CviCenie je vyhlasené. Uskuto¢ni sa 18. decembra 2022 medzi 9. a 11. hodinou.
Aktivacia radioamatérskych timov ARON bude prebiehat v sulade s aktivaénym planom.

CviCenie sa tyka celého uzemia Slovenskej republiky.

3. Objective of the exercise (Ciele cvi€enia)

e check the operation of amateur radio communications in emergency situations
(power and internet outages),

e check what problems the teams would have to deal with in addition to providing
radio communications (heating, lighting, outages of repeater locations),

e check the understanding of the levels of communication (hierarchical pyramid)

e check the usability of digital communications and find out the most suitable way of
working,

e check the usability of digital communications - DMR, D-STAR, YSF,
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e check the operation of the repeater network locally or where they are connected via
the Internet,
e check the usability of HF SSB PHONE on 80, 60 and 40 m.

e skontrolovat fungovanie amatérskej radiokomunikacie v nudzovych situaciach
(vypadky elektriny a internetu),

e skontrolovat, aké problémy by museli timy rieSit okrem zabezpecenia radiove;j

komunikacie (kurenie, osvetlenie, vypadky v miestach prevadzacov),

overte si pochopenie urovni komunikacie (hierarchicka pyramida),

overte si pouzitelnost’ digitalnych komunikacii a zistite najvhodnejsi spésob prace,

skontrolujte pouzitefnost digitalnych komunikacii - DMR, D-STAR, YSF,

skontrolujte fungovanie siete lokalnych prevadzacov alebo tam, kde su pripojené

cez internet,

e overte si pouzitelnost HF SSB PHONE na 80, 60 a 40 m.

4. Performers of the exercise (Uéinkujuci na cviéeni)

all radio amateurs with a valid radio amateur license,
ARON teams at all levels,
foreign radio amateur stations (individuals and EmComm teams).

vSetci radioamatéri s platnou radioamatérskou licenciou,
o timy ARON na vSetkych urovniach,
e zahraniCné radioamatérske stanice (jednotlivci a timy EmComm).

5. Conducting the exercise (Vedenie cvi€enia)

The entire exercise is led by the ARON coordination group. Supervision for Slovenia is
carried out by the management of ARON at ZRS.

The management of the exercise:
e conducts the exercise in accordance with the planned elaboration,
e determines the possible interruption or limitation of the exercise,

e determines measures for the safety of participants and equipment

In the case of a real situation, it is necessary to use the phrase: NO PLAY; NO PLAY, NO
PLAY!
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Celé cvicenie vedie koordinacna skupina ARON. Dohlad pre Slovinsko vykonava vedenie
ARON v ZRS.

Vedenie cvicenia:

e vykonava cviCenie v sulade s planovanym rozpracovanim,
e urCuje mozné preruSenie alebo obmedzenie cvicenia
e urcuje opatrenia pre bezpecnost' u€astnikov a zariadeni

V pripade realnej situacie je potrebné pouzit slovne spojenie: TOTO NIE JE
HRA(CVICENIE) ; TOTO NIE JE HRA(CVICENIE , TOTO NIE JE HRA (CVICENIE)!

6. Exercise scenario (Scenar cvic¢enia)

The whole of Slovenia, as well as neighboring countries, will be affected by a large-scale
power outage on 16 December 2022 around 21:00, which is the result of a hybrid attack
on the European power grid. Due to the unstable situation in Eastern Europe, where
several power plants are intentionally damaged, cyber attacks are also being carried out at
the same time on centers for the control and distribution of electricity.

The electricity system in Slovenia also begins to collapse, and the entire country is in a
"blackout" in a short time.

The exercise takes place 36 hours after the power outage.

Celé Slovinsko, ale aj susedné krajiny postihne 16. decembra 2022 okolo 21:00 rozsiahly
vypadok elektriny, ktory je vysledkom hybridného utoku na eurdpsku elektricku siet.
Vzhlfadom na nestabilnu situaciu vo vychodnej Eurépe, kde je umyselne poSkodenych
viacero elektrarni, dochadza sucasne ku kybernetickym utokom aj na centra kontroly a
distribucie elektriny.

Elektricka sustava v Slovinsku tiez za€ina kolabovat a cela krajina je v kratkom Case v
,vypadku“. Cvi€enie prebieha 36 hodin po vypadku prudu

All participants use exclusively radio devices connected to energy sources that are not an
integral part of the public power grid. The same applies to the use of lighting and other
devices

Radio amateurs throughout the entire territory of the Republic of Slovenia connect with
each other and with ARON teams, depending on the current situation. In the "local", radio
amateurs get to know each other and gather on their usual communication channels.

VSetci u€astnici vyuzivaju vyhradne radiové zariadenia pripojené na zdroje energie, ktoré
nie su integralnou sucastou verejnej elektrickej siete. To isté plati pre pouZzitie osvetlenia a
inych zariadeni

Radioamatéri na celom uzemi Slovinskej republiky sa podfla aktualnej situacie spajaju
medzi sebou a s timami ARON. V ,lokalnom prostredi“ sa radioamatéri navzajom
spoznavaju a zhromazduju na svojich obvyklych komunika&nych kanaloch.
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They check whether there is an active ARON team at the municipal and/or regional level in
their region and where they can be reached. They report to the ARON team and give
information about their availability for information transfer, autonomy and type of backup
power supply, as well as the equipment they have at their disposal.

Kontroluju, &i v ich regidne existuje aktivny tim ARON na komunalnej a/alebo regionalnej
urovni a kde ich mozno zastihnut. Hlasia sa timu ARON a poskytuju informacie o svojej
dostupnosti na prenos informacii, o svojej autonémii a type zalozného zdroja, ako aj o
vybaveni, ktoré maju k dispozicii.

7. Activation of the ARON network and the method of
establishing connections

The ARON network can be activated by any radio amateur who notices, detects or is
informed of a natural or other disaster. Based on the current situation, everyone must also
be able to assess whether it is possible and sufficient to inform the competent services
about the event, or if the help of radio amateurs is needed in protection and rescue by
establishing radio amateur connections.

Siet ARON médze aktivovat’ kazdy radioamatér, ktory spozoruje, zisti alebo je informovany
o prirodnej alebo inej katastrofe. Na zaklade aktualnej situacie musi kazdy vediet posudit
aj to, Ci je mozné a postacujuce informovat’ o udalosti kompetentné zlozky, pripadne je
potrebna pomoc radioamatérov pri ochrane a zachrane nadvazovanim radioamatérskych
spojeni.

Due to the fact that it is a large-scale outage and collapse, as a result of which the public
telecommunications network is down, the ARON network is activated, that is, the ARON
teams in the regions are self-activated. Even in a real situation, if the public
telecommunication routes did not work, radio amateurs would self-activate.

Vzhladom na to, Ze ide o rozsiahly vypadok a kolaps, v dosledku ktorého vypadne verejna
telekomunikaéna siet, dochadza k aktivacii siete ARON, Cize k samocinnej aktivacii timov
ARON v regidénoch.Aj v realnej situacii, ak by verejné telekomunikacné trasy nefungovali,
by sa radioamatéri samovolne aktivovali.

8. Activation of EmComm networks of other participants
(Aktivacia Emcomm sieti ostatnych ucastnikov)

EmComm teams from other participating countries and organizations are activated
according to their own prescribed procedure.

Timy EmComm z inych zu€astnenych krajin a organizacii sa aktivuju podla vlastného
predpisaného postupu.
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9. Course of the exercise (Priebeh cvic¢enia)

The ARON E-Armageddon 2022 exercise includes all four levels in S5 and an
additional international level!

In the exercise, it is necessary to use the word EXERCISE at the beginning and at
the end of the message submission!

Cvic¢enie ARON E-Armageddon 2022 zahirna vSetky Styri urovne v S5 a d'alSiu
medzinarodnu uroven!

V cviceni je potrebné pouzit’ na zaCiatku a na konci odoslania spravy slovo
CVICENIE!

For teams: (_pre skupiny)

Each of the teams will receive detailed instructions-assignments for further work to their e-
mail address before the exercise.

ARON regional teams forward the collected station reports to SS50ARO via the Winlink
email system. If there is something urgent, also via voice communications.
The S50ARO will announce availability in the usual way.

The S50ARO communicates outside the S5 via Winlink or in PHONE mode. The two
stations exchange data needed or sent by information centers and all other data obtained
by subordinate stations that are important for the implementation of protection and rescue
tasks.

Kazdy z timov dostane pred cviCenim na svoju e-mailovu adresu podrobné pokyny-
zadania pre dalSiu pracu.

Regionalne timy ARON posielaju zozbierané hlasenia stanic stanici SS0ARO cez emailovy
systém Winlink. Ak je nieCo surne, aj prostrednictvom hlasovej komunikacie. S50ARO
oznami dostupnost’ obvyklym spésobom.

S50ARO0 komunikuje mimo S5 cez Winlink alebo v rezime PHONE. Dve stanice si

vymienaju udaje potrebné alebo odoslané informa&nymi centrami a vSetky ostatné udaje
ziskané podriadenymi stanicami, ktoré su délezité pre plnenie uloh ochrany a zachrany.

For municipal teams and individuals: (Pre obecné timy a jednotlivcov:)

Individuals and municipal teams who would like to actively participate in the
exercise can contact the geographically competent regional team at the
administrative station.

The frequency and method of work are chosen according to the plan of the ARON
federations that has been published several times (annex of the study).
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Jednotlivci a obecné timy, ktoré by sa chceli aktivne zucastnit’ cvicenia, mézu kontaktovat
geograficky prislusny regionalny tim na administrativnej stanici.

Frekvencia a spdsob prace sa voli podla viackrat publikovaného planu federacii ARON,
ktory bol publikovany uz niekolko krat

(priloha studie).

They hand over information to the regional teams about their time availability, the area
from which they can transmit information, about the devices and workingmethods they
have at their disposal and the time of autonomy without power from the electrical network.
Each region therefore has its own regional administrative station, to which
municipal teams or individuals from the area of municipalities that belong to the
individual region report. If the regional team receives a call from a station that does
not belong to the regional team's area of operation, such a station is redirected to
the correct frequency of the competent regional team.

Regionalnym timom odovzdavaju informacie o ich Casovej dostupnosti, oblasti z
ktorej mdzu prenasat informacie, o zariadeniach a pracovnych metédach, ktoré
maju k dispozicii a dobe autondmnosti bez napajania z elektrickej siete.

Kazdy kraj ma teda svoju regionalnu spravnu stanicu, do ktorej sa hlasia obecné
timy alebo jednotlivci z oblasti obci, ktoré patria do jednotlivého kraja. Ak regionalne
druzstvo prijme hovor zo stanice, ktora nepatri do oblasti pésobenia regionalneho
druzstva, takato stanica je presmerovana na spravnu frekvenciu prislusného
oblastného druzstva.

Stations report to the ARON team only if the team needs information from a specific area.
At that time, the team will call the stations in that area with the aim of obtaining specific
information. Also, if the station is located in the area from which the administrative station
is looking for information on a certain matter, the administrative station is not notified if it
does not have this information. This exercise is NOT A CONTEST or SKED where
alliances are collected. If the station has important information about the situation in its
area or a significant change in the situation, it immediately informs the competent regional
team.

Stanice ( obecnych teamov a jednotlivcov) sa hlasia timu ARON iba vtedy, ak tim
potrebuje informacie z konkrétnej oblasti. V tom ¢ase tim zavola stanice v danej oblasti s
ciefom ziskat' konkrétne informacie. Taktiez, ak sa stanica nachadza v oblasti, z ktorej
administrativna stanica hlada informacie o urcitej zalezitosti, administrativna stanica nie je
informovana, ak tieto informacie nema. Toto cvienie NIE JE SUTAZ alebo SKED, kde sa
zbieraju spojenie. Ak ma stanica délezité informacie o situacii vo svojom okoli alebo o
vyraznej zmene situacie, bezodkladne informuje kompetentny regionalny tim.

Note: Individuals and municipal teams should use their imaginations and consider what
information they would like to pass on to the regional ARON teams.

Poznamka: Jednotlivci a obecné timy by mali vyuzit svoju predstavivost’ a zvazit, aké
informacie by chceli odovzdat’ regionalnym timom ARON.

Teams and individuals collect and pass on information about:
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e weather conditions and the state, transportability of roads in their area,

e about the need for help from intervention services (regular interventions will
increase, e.g. fires, monoxide poisoning, etc.),

e about problems,that require urgent treatment, e.g. the chest freezer is not working,
it is not a priority to deal with, but we can have a patient whose survival depends
on mains electricity and a UPS that is already draining, but is necessary for the
operation of the ventilator. Their phone does not work, they contact you to provide
the firemen who will bring the generator through the regional team, which is in
contact with ReCO,

e about crime, which increased due to the event in which some took advantage of
the opportunity for burglaries and thefts

e in the village a cow will vomit, how to get in touch with a veterinarian,

e about the stations they hear in their area, for which they keep a contact log with
data on autonomy and when they are available.

Timy a jednotlivci zhromazd'uju a odovzdavaju informacie o:

e poveternostnych podmienkach a stave, zjazdnosti ciest v ich okoli,

e 0 potrebe pomoci zasahovych sluzieb (pribudaju pravidelné zasahy, napr. poZiare,
otravy oxidom uhli¢itym a pod.),

e 0 problémoch, ktoré si vyzaduju urgentnu lie€bu, napr. nefunguje mraznicka, nie je
to priorita, ale méZzeme mat pacienta, ktorého prezitie zavisi od elektrickej siete a
UPS, ktory sa uz vybija, ale je nevyhnutny pre chod ventilatora. Nefunguje im
telefon, kontaktuju vas, aby ste poskytli hasi€om, ktori privezu generator cez
regionalny tim, ktory je v kontakte s ReCO,

e 0 kriminalite, ktora sa zvysila v désledku udalosti, pri ktorej niektori vyuZzili prilezitost
na vlamania a kradeze

e v obci bude krava zvracat, ako sa spojit' s veterinarom,

e o staniciach, ktoré pocuju vo svojom okoli, pre ktoré vedu dennik kontaktov s
udajmi o autonoémii a kedy su dostupné.

10. Plan for the use of amateur radio frequencies in
case of activation of the ARON network (Plan vyuzitia
amatérskych radiovych frekvencii v pripade aktivacie
siete ARON)

SEE ANNEX 1 - VID PRILOHU 1

FREQUENCY AND MODES PLAN FOR USE IN ARON.pdf
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